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February 8, 2011

The Honorable Mayor Kim McMillan
Audit Committee Members
Pat Hickey, General Manager of Gas and Water Department
Ben Griffin, Commissioner of Finance and Revenue
1 Public Square
Clarksville, Tennessee 37040

Internal Auditor’s Report
I have audited the Gas and Water Department’s accounts payable process for the
period July 1, 2008 to June 30, 2010. The audit was conducted as a part of Internal
Audit’s annual audit plan. The audit focused on reviewing internal controls,
determining compliance with applicable laws, policies and procedures and efficiency
and effectiveness of the process.
I conducted the audit in accordance with generally accepted government auditing
standards (GAGAS) as set forth in Governmental Auditing Standards issued by the
Comptroller General of the United States with the exception of the peer review.
Those standards require that I plan and perform the audit to afford a reasonable
basis for my judgments and conclusions regarding the organization, program,
activity or function under audit. I believe that my audit provides a reasonable basis
for my conclusions.
In my opinion, the design of the internal control system surrounding the accounts
payable process which was audited is adequate except for the weaknesses noted in
the findings. These are outlined in the section of the report entitled Findings and
Recommendations.
I would like to thank the management and staff of the department for their
cooperation during the performance of the audit. Their willing assistance facilitated
the audit process.

Robin Manley
Internal Auditor
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Internal Auditor’s Report

Origin of the Audit
This audit was conducted as a part of the annual audit plan and approved by the
Audit Committee. The audit was initially begun in fiscal year 2009 but due to other
audit commitments completion was delayed until fiscal year 2011.

Audit Objectives
The audit focused on a review and analysis of the accounts payable process used by
the Gas and Water Department.
The specific audit objectives were:
1. to determine if the internal control structure surrounding the accounts
payable process is adequate and operational.
2. to determine the extent to which the accounts payable process complied with
applicable laws, policies and procedures.
3. to determine efficiency and effectiveness of the accounts payable process.

Scope of the Audit
The audit involved gaining an understanding of the daily and month-end accounts
payable processes through interviews and inquiries of personnel at Gas and Water’s
Accounting, Purchasing, Customer Service and Information Technology
Departments. The audit also included a review of various operating and financial
documents and data for fiscal years 2009 and 2010, and related regulations in City
and State Codes.
The audit involved selecting samples of accounts payable transactions by random
sample and auditor judgment for fiscal years 2009 and 2010 as shown below.
Fiscal Year
Reviewed
2009
2010

Total Tested
Transactions
35
45

Vendor
payments
24
34

Credit Card
Payments
1 *
1 *

Customer refunds
10
10

* Only one sample of credit card payments was tested for each year because a
separate audit of the purchasing card program was performed in 2009.
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Results of the Audit
Background
Annually, the Gas and Water Department processes accounts payable payments for
vendor payments, customer refunds, payments in lieu of taxes, utility costs,
employee benefits, purchase of gas for resale and other expenditures. The
department also participates in the City wide purchasing card program which is
designed to improve payment efficiency for cardholders who make small dollar (less
than $1,000) purchases. Please see statistics below for transaction and fiscal activity.

Payments:
Total Payments
Vendor and Other
Payments
Refund payments
Inter-governmental
Transfers

FY2010
Gas and Water Department
Accounts Payable Statistics
Number of Payments:
$ Valuation (rounded)
9,921
$93,181,315
3,168
$54,718,415
6,676
77

$ 612,539
$37,850,361

Payment Methods:
Number of Payments:
Total Payments
9,921
Wire Transfers
363
Checks Issued
9,320
Credit Card
13
Electronic Fund Transfer
225

$ Valuation (rounded)
$93,181,315
$44,318,460
$38,563,193
$ 846,620
$ 9,453,042

Intergovernmental
Number of Payment
Transfer Payments:
Transactions:
Total Transfer Payments
77
NGAC (Natural Gas
12
Acquisition Corporation)
purchase gas for resale
City General – employee
14
health benefits
City General - payment
26
in lieu of taxes
City General – employee
12
pharmacy benefits
CDE – electricity for
13
operations

$ Valuation (rounded)
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$37,850,361
$28,861,370

$2,005,260
$ 3,859,870
$

481,101

$ 2,642,760

The Good News
The auditor believes that overall the accounts payable process works well for the
Gas and Water Department. Also, to improve the Accounting Department’s policies
and procedures the Chief Financial Officer has initiated a self-review assessment of
internal control. There are, however, some areas that need improvement as noted
below.

Findings and Recommendations
The following is a summary of the findings resulting from tests, analyses, and
conversations with various Gas and Water Department personnel, and knowledge
gathered from various applicable laws and regulations:
1. Weaknesses Regarding Accounting’s Written Policies and Procedures
Criteria: The ICCMTM (Internal Control and Compliance Manual for
Tennessee Municipalities Title 2 Control Environment Section 2) states that …at
a minimum municipal officials should develop a policies and procedures manual
that incorporates all the policies and procedures required in this manual plus
any additional policies and procedures that are specific to the municipality.
Best business practices include developing and maintaining current written
operating policies and procedures.
Condition: No comprehensive set of policies and procedures exists and accounts
payable policies and procedures are not current.
Cause: No review policy is in place to update written operating policies and
procedures.
Effect: Outdated written policies and procedures can cause confusion and
inconsistencies especially with new or assisting employees.
Recommendation: The auditor recommends:
a) establishing a process review policy.
b) updating the current accounts payable policies and procedures.
See attachment C for an example.
Management’s Comments:
Agree ___X_____

Disagree _______

Corrective Action Plan: Although we do have A/P policies in place that have
been recently updated, it is also true that we do not have a formal document
outlining the review process. We will develop a document outlining our process.
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The second part of this recommendation refers to updating work instructions.
Currently, the employee in this position has been there many years and part of
our departmental philosophy is to having back-up positions for every critical
task, which obviously includes A/P. We will update the work instructions but,
we also believe the compensation control of having back-ups for critical tasks,
greatly mitigates any risk.
Completion Date: _____________
Responsible Manager: _Dawn Thomack_________________________________
2. Weaknesses Regarding Vendor File Maintenance
Criteria: Good vendor file maintenance practices include the following:
•
•
•
•
•
•
•
•
•

Establish written procedures for every aspect of vendor file maintenance
Restrict access to process owners
Establish proper segregation of duties for file maintenance
Establish responsibility for changing vendor information
Establish and enforce a policy for data entry formats (see attachment A)
Eliminate all duplicate vendors
Purge all terminated employees
Purge or inactivate vendors that have had no activity for 24 months
Audit changes to master vendor file

Condition: Although access is restricted to process owners, data entry formats
lack some uniformity and there are terminated employees’ records still in the file
(see attachments A and B).
Cause: Vendor file maintenance has not been done as the department does not
have policies or procedures.
Effect: If vendor file maintenance is not performed it is possible to make
duplicate payments, and misuse of vendor file data could occur.
Recommendation: The auditor recommends establishing vendor file policies and
procedures to address each issue identified in the Criteria above.
Management’s Comments:
Agree ___X_____

Disagree _______

Corrective Action Plan: We will implement this recommendation.
Completion Date: _____________
Responsible Manager: _Dawn Thomack_________________________________
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3. Weakness in Local Computer Files Not Being Backed Up and Stored Off-Site
Criteria: An IT General Controls audit recommended that all City departments
identify, back up and store all local computer data files at an off-site location.
Condition: Accounts payable personnel utilize and store some data required for
monthly allocations on local hard drives which are not backed up on City
servers.
Cause: The department may be unaware of the need to store files on City servers
that provide regularly scheduled file backups.
Effect: Reconstructing lost or corrupted data files can result in extra work for
employees who already have a full workload. It can also result in errors as data
is reconstructed.
Recommendation: The auditor recommends keeping all files on City IT servers
which are regularly backed up.
CFO Management Comments:
Agree ___X_____
Disagree __X_____
Corrective Action Plan: Since this was previously identified in an IT general
controls audit, I believe the responsibility should be with IT. It seems redundant
to reissue the recommendation under an A/P audit. In addition, the file in
question is uncomplicated and could be recreated in minimal time. None the
less, I agree with the overall direction and recommend that IT establish a
personal drive on the server for every user. This should be the default directory
for each user on the system. That way the process would be automated and
much more efficient and effective because you would not be relying on each
individual to remember to perform their back-up.
Completion Date: _____________
Responsible Manager: _IT Department_________________________________
IT Management Comments:
Information Technology will map a file server into a domain and move all “my
documents” folders to a storage server. A “department” type share to
interchange documents between people will be created. And, as recommended in
the IT General Controls audit a back-up server will be included in the fiscal year
2012 budget cycle.
Completion Date: _____________
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Responsible Manager: Pam Cloud

Other Opportunities for Improvement:
The following recommendations don’t relate to findings but are suggestions for
improving City business.
1. A reduction in data storage space and improved document retrieval
efficiency may be achieved by scanning and attaching support documents to
their invoices in the finance system. Device information may be obtained
from the City General Finance and Revenue Department.
Management’s Comments:
Agree ________
Disagree __X_____
In our particular operation, the number of times we need to research supporting
data is very minimal. I don’t believe a recommendation should be based on
anecdotal evidence but should rather be based on documented cost savings.
Completion Date: _____________
Responsible Manager: _Fred Klein_________________________________

If you have any questions regarding the information in this audit please contact
the department at 931-648-6151.
Respectfully submitted,
Robin Manley
Internal Auditor
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Optimizing the Vendor Master File

Attachment A

Data Management: An Executive Briefing
Information Management Magazine, March 2005

George Marinos
George Marinos wishes to thank Michael Kody for his contributions to this month's column. Kody is a
director in PricewaterhouseCoopers' Technology and Data Services Practice, focusing primarily on
developing data optimization solutions for private and public sector clients.
The vendor master file? Without question, it is an integral part of the procurement and accounts
payable control environments. A well maintained vendor master file helps prevent failure of system
controls, process inefficiencies and inaccurate management reporting. Failure of system controls
can result in duplicate and erroneous payments, missed earned discounts, uncashed checks,
unapplied credits, tax reporting errors and fraud.
How do you avoid these consequences? Here are eleven critical practices you can't afford to
overlook.
1. Define Ownership: Make sure the data owner for the vendor master file is clearly identified.
This should be someone with the procurement and payables business process knowledge
necessary to assume responsibility for a) determining vendor master data requirements and
standards; b) coordinating data quality activities for those that use, enter, update or maintain
the file; and c) implementing and monitoring vendor master file optimization procedures.
2. Engage Access Controls: Engage access controls, such as user IDs and passwords, to
ensure that only authorized individuals have the ability to make changes, deletions or
additions to the vendor master file. Multiple failures to log on should invalidate the user ID and
be logged on an exception report. Management should investigate all unauthorized attempts
to access the vendor master file.
3. Establish Clear Vendor Setup Procedures: These should include formal procedures for
prequalifying vendors (i.e., documenting and retaining research in accordance with corporate
policies); for the requestor's completion of a standard Vendor Master Record Change Request
Form; for operational management's approval of all change requests; and for standard
procedures ensuring that vendor master file changes comply with data quality standards and
naming conventions.
4. Enforce New Vendor Approval Practices: Policies should be established to review quality
control procedures, delivery history, distribution requirements, terms of trade, conflict of
interest, discounts, promotional support, transactional accuracy, use of technology, and
production scheduling flexibility prior to approving new vendors. Additionally, finance should
make a determination (i.e., using Z-Scores) on whether the vendor's financial strength
warrants a relationship.
5. Determine When Multiple Vendor Records Will Be Allowed: Ideally, each vendor would
appear in the vendor master file only once. However, in practice, multiple records for the same
vendor may be required. Separate records for the same vendor should be used when there
are differences in remit-to addresses, discount terms or transactional tax treatments. When

6.

7.

8.

9.

10.

11.

negotiating vendor agreements, purchasing should take into consideration the impact on
accounts payable processing and request consistent terms and remit-to addresses.
Manage One-Time Vendor Accounts Separately: Policies should be established to ensure
that vendor master records are not created for limited-use vendors. Establish minimum
transaction counts (i.e., five annual transactions) and spend thresholds (i.e., $5,000 annually).
Vendors not meeting these thresholds should be processed as one-time vendors. Consider
maintaining a miscellaneous vendor activity file to facilitate 1099 reporting. Look to strategic
sourcing and the use of p-cards to reduce the need for one-time vendors. To lower the risk of
duplicate payments, consider not allowing manual or electronic data interchange transactions
with vendors on p-card programs.
Apply Consistent Naming Conventions: The basics? Start by excluding abbreviations or
punctuation, eliminating honorifics (i.e., "Mr", Mrs", "Dr", etc.), storing information in all upper
case and using ISO standards for country codes. For more ideas, see the sidebar.
Enforce Data Validation: Vendor records should not be created without complete population
of critical data elements, such as Federal Identification Numbers. Consider 1) sending Vendor
Master Record Request Forms to the vendor for confirmation prior to establishing new
records, or 2) obtaining confirmation of vendor data via a telephone request. Reconfirm this
data on a periodic basis. One more thing: be sure to record the vendor's fax number used to
return confirmation documents.
Maintain Your Systems and Policies on a Regular Basis: Due to changes resulting from
mergers, acquisitions, name changes, etc., vendor master records should be evaluated
regularly. On an annual basis, review for inactive accounts, duplicate and incomplete records,
file format errors and accuracy issues. Accuracy can be confirmed via a vendor confirmation
process and is best conducted with the support of procurement. Information from D&B or
marketing data service providers can be used to validate vendor name and address data.
Postal code information can be used to ensure consistency with city/state and ZIP codes.
Additionally, comparing vendor master data to employee files may help you detect fraudulent
activity.
Remove Old/Unused Vendors from the System: You may have to work harder at this than
you think. Why? Many systems only allow users to "end-date" master data to disable a
particular record - even though this process does not delete the record itself. And the purge
feature? Most of the time, it targets only transactional data - not master data. So maybe you're
thinking, "Fine, we'll remove vendors through table-level maintenance...", right? Good idea.
But read the next paragraph first.
Make Sure You're Retaining the Right Records: There's a good chance that your business
and industry is subject to legal, tax or regulatory requirements that may require you to retain
transactional records for seven years or longer. Still interested in doing table-level
maintenance on the vendor master to remove old/unused vendors? Consider archiving
transactional history.

Remember: your vendor master file isn't just a key source of corporate information. It's also a core
business asset that directly impacts the effectiveness of your transactional controls. At the very
least, make sure you're engaging the eleven practices outlined here.

Attachment B
Audit Purpose: To determine if records for employees who no longer worked in the Gas
and Water department were still being maintained in the vendor file.
Previous Employees (FY’s 7/2005 to 6/2010)
In the Gas and Water Vendor File
Last name
First name
Termination date
Adcock
Jean
9/6/2005
Beatty
John
7/3/2009
Blake
Rodney
2/29/2008
Bryant
Matthew
2/13/2006
Burnett
Keith
4/3/2008
Chandler
Robert
8/23/2005
Chesney
Patrick
10/13/2007
Chester
Danny
5/31/2010
Cutshall
Misty
3/26/2010
Deffendoll
Ronal
3/31/2006
Devers
Michael
7/29/2005
Dheel
Bill
12/15/2005
Elliott
Michael
9/4/2007
Fields
Brad
9/30/2005
Freeman
Steve
9/30/2007
Glisson
Justin
7/27/2007
Haynes
Kevin
4/30/2008
Herndon
Micah
10/26/2007
Jones
Darrell
11/23/2007
Johnson
Michael
7/11/2005
Lachowicz
Sallie
6/18/2010
Lind
Edward
3/27/2006
Mann
Alfred
6/30/2008
Means
Scott
10/27/2009
Miles
Terry
12/31/2007
Mosier
Melanie
12/31/2009
Mullins
Michael
10/4/2005
Neely
Edwin
3/15/2010
Noakowski
Andrew
6/30/2008
Owens
Amanda
9/21/2007
Pritts
Brad
1/19/2010
Pulsinelli
Michael
10/21/2005
Roseberry
Devina
8/25/2005
Skipper
Jessie
3/31/2010
Trice
Keith
7/23/2007
Trotter
Vanessa
12/31/2007
Vallely
Joseph
7/31/2007
Wallace
Rickey
7/31/2007
Whitehead
Carrie
7/6/2007
Date created 11-5-2010
Data Source:
Internal Audit
City General Human
Robin Manley
Resources Department

Attachment C

